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ABSTRACT

Phishing is the most straightforward method of obtaining sensitive information from unsuspecting
consumers. The phishers goal is to obtain essential information such as a username, password and bank
account number. People that work in cyber security are currently seeking for phishing detection
techniques that are reliable and consistent detection of websites. The aim of this project is extracting and
detecting phishing URLs and examining the differences between legitimate and phishing URLSs by using
Gradient boosting classifier, K-Nearest neighbour and Logistic Regression Phishing websites a;e
identified using Machine Learning algorithms. The project goal is to identify phishing URLs and narrow

them down by comparing the accuracy rate of machine learning algorithms. Each algorithm's false

positive and false negative rate is determined.
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