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ABSTRACT

AN
“ In the current state there are many authentication schemes and most of these suffer from many weaknesses

Some of them are based on the physical and behavioral properties of the user, and some others are based
-on knowledge of the user such as textual and graphical passwords. Furthermore, there are other
‘authentication schemes that are based on tokens, such as smart cards i.e., based on what you have. Among

- the various authentication schemes, the most commonly used schemes are textual password and token-
. tzased schemes, or the combination of both. However, both these authentication schemes are vulnerable to
certain attacks. In this paper, we present a 3-level password authentication scheme, which is a multi-factor
authentication system. To be authenticated, this project plans to present a 3-level password system by
combining the features of the existing authentication schemes. The three different levels used in the 3-level

password authentication scheme are image ordering, color pixels and the one-time password (OTP). We
use different hash functions such as random for the generation of OTP.
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