




ABSTRACT 

' 
Malicious social bots generate fake tweets and automate their social relationships either by 

· pretending like a follower or by creating multiple fake accounts with malicious activities.Moreover, 

: malicious social bots post shortened malicious. URLs in the tweet in order to redirect the requests of 
l 
r online social networking participants to some malicious servers. Hence, distinguishing malicious social 

[ bots from legitimate users is one of the most important tasks in the Twitter network to detect malicious 

f social bots, extracting URL-based features (such as URL redirection, frequency of shared URLs, and 
I 
1 spam content in URL) consumes less amount of time in comparison with social graph-based features 
' 
; (which rely on the social interactions of users). 
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