




ABSTRACT 

Without mobile advertising, there would be no mobile app ecosystem. It's clear that 

click fraud, where ads are clicked on by malicious code or bots, poses a serious threat to 

the sustainability of this ecosystem. Click fraud can now be detected by server-side 

analysis of advertising requests. Due to the simplicity with which the detection can be 

avoided, for example when the clicks are disguised behind proxies or are geographically 

separated, such methods may produce a large number of false negatives. In this paper, we 

provide AdSherlock, an efficient and deployable client-side (within-app) solution to click 

fraud detection in mobile apps. AdSherlock divides the computationally intensive phases 

of recognizing click requests into an offline and an online procedure. AdSherlock uses a 

probabilistic pattern-creation approach based on URL (Uniform Resource Locator) 

tokenization that operates in an offline mode. These patterns, in conjunction with an ad 

request tree model, are used to identify click requests in real time, thereby detecting click 

fraud. AdSherlock was put through its paces by creating a prototype and testing it with 

real-world applications. The online detector is built into the executable bundle of the 

program through binary instrumentation. When compared to other methods for detecting 

click fraud, AdSherlock performs better while practically never affecting system 

performance. 
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