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ABSTRACT

With.the rapid development of cloud computing, an increasing number of individuals and orgamzauolr:s
are sharing data in the public cloud. To protect the privacy of data stored in the cloud, a da%ta o?.vner usu'a y
encrypts his data in such a way that certain designated data users can decrypt the dat%l. .T:hlS ralse.s a ser;o:s
problem when the encrypted data needs to be shared to more people beyond those Iflltla“y designate : y
the data owner. To address this problem, we introduce and formalize an ldentlty-B.ased Encryf)tlon
Transformation (IBET) model by seamlessly integrating two well-established encryption mechamsdms,
namely Identity-Based Encryption (IBE) and Identity-Based Broadcast Encryption (lB.B.E). In I.BET, z:a
users are identified and authorized for data access based on their recognizable identities, which avc.); s
complicated certificate management in usual secure distributed systems. More importantly, IBET provides
a transformation mechanism that converts an IBE ciphertext into an IBBE ciphertext so thztt a new group
of users not specified during the IBE encryption can access the underlying data. We design a concrete
IBET scheme based on bilinear groups and prove its security against powerful attacks. Thorough
theoretical and experimental analyses demonstrate the high efficiency and practicability of the proposed

scheme.
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