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ABSTRACT 

The primary objective-of this projectds-to enhance ATM security and safeguard against potential 

thefts. To achieve this, the project leverages the capabilities of the Arduino Mega 2560, a 

microcontroller .boani:selected, for its extensive,,pin.,count, enablin_l, seamless mt~gra.tion. of varfo.us 

~~uma~ ~•Y$tem dm'P,:-inC()~?U-.1,two:QNci.i;~•": •l•tr~i.-.,otknown ~ 1the 
~!':107 .. ..a .. . ~SM .·· -- ,;,;.:.1ul . . , .. . . ·•1..1:;.;;: fi . ·-,-~.;:.~';;:.:~- .. ~~ :i...r 'ft.;;;..in;i.;."' ·· ···.wr•· con""DY . .. u;. ......... , . 
~ ~ • :~ .. . -~""" . ~ J!eS~DSl~ .Qr.•~'-...,.,.,"""'-'f: ,Si!~~~F.~ll'.!0.a:u, ; . .J.&:,1,~ -~ ,~ ··S 

mobilt,··ilenee. The OT:P:strves' as ·a :means:to-veriff ·ili.e,nsers-ltlOb.ilt'.'tiumberi adding an extra layer 

'Of°, .. .,1;,,.,._li . ·' 'ti, " .. . . . a\1:~ . C$...,.On; 

• ·: • •• f l •. , • • • I 

The operational flow of'the project ·follows a weJ1.defined-sequence·to ensure a seciire-ttansaction 

proces$·. InitW}y, the q~f is prompted to·place th.efr·i,ip.~•-.qn tll.e -fu,igerprint~nsor:for ~g. 

The fingerprint data .i$ then. compared to ·the storetLr~rds for authentication. Upon successful 

verification, an OTP !S generated and sent to· the registereclmobile number associated with the user. 

This .OTP delivery mechanisui leverages the. GSM mQdlµe',s communication capabilities, enabling a 

seamless transmission,l>rocess. 

•SUbsequently, the:·user:is.·tu'ompted:to enter-the:.received.OTP•·USU)_g:_~,-~y,pao~ The-'-s,-Y,$t.em,c.om~ 

th;~ el)~ QTP·:·v.ntl.i,. ~ ;Qi).~ s'fQrtXl.:ijl its -l!l~Qfy~_'.If tll~re;.~-;t('.~~JJ, JA':~~q,*g'Jp~J.i~e.fs'~4¢~ttiy 
. • .• , .• • 'fi...:•-..:i' all :·•· ~I. ' th ATJ/.Z• •. H -ha$:h:,en:v.eriv,ed,,tbe;tom$actton:1s:nu :~ . o.~;:~e_,µ~;.tQ;~~$! . -~·., . .,~~,L se.rv.Ieest ·_ owe,ver; 

'tn:the:event:of.aiiiincorrect-.OTP-enttt{die,system'imniediatefy.su$Jl'ends the:ttansactfon:andtequests 

the µs~i' :to ~can th~if fjng~r, . iniµa,tinkJ~l~ a:uq;.~4ti~µ9* p~~r~e,w~ 

In summary, tlrls project relies on the Arduino,- Mega 2560~ fingerprint: sensor (R307), -and GSM 

modu.Ie.to .. ~t~ a robust ~d co~prehensive AJl,f~~ft protectipn;sy$t~m. ·13y:combining the powe~ 

.of biometric· authentication::throus,h fing~rint scannin~·-with the .sec.untyot OTP-verlficati.6~ the 

· ·• • · • · ,., ',, .. ·•· ' •· ••. ·· • . •,~ lliAA•e'' "fri:''•1iiiiii.' .A.Tia· 1:2-1·•1.&ifuo~ .-.;.:f if1t.iii,'~ .r6ftftfln-1,; 
·•1.••··~:V.~ly pt'j.V.J#~::,W,~@),()P.,,~~-~--,~ '.•~ ii::,.~.1':l~'-;~;~ ~ -. .. •.•···· .. . I ~ - ': .... ~~~,"'~""'~ 

-ensuret.a reifableiand Jftaientir-.nSacti'.on·;~t;OC.eSS~tor1l~aftuna•us.eJ1·,.;prov.idin .. ·,cace.·of.mmd·1Uld 

. , .. :mk~ corificJen~'.,m'tli& ATM ~urily·~ut'es. 
1DSUUlll0 , . . . . . . 
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