
 

 

  

  

  

CIRCULAR  

  

All the students are hereby informed that our college is offering value-added courses. Interested 
students can register their names to the respective course coordinator. A detailed brochure regarding 
the courses is available in the notice board.  

Criteria for Certification: Attendance >=75% and marks secured >=70%.  

*: Important dates:*  

Registrations opening date: 08-03-2023  

Registrations closing date: 15-03-2023  

Course start date: 20-03-2023  

Course end date: 20-04-2023  

Courses offered:  
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                       A Course on  Computer networking & system security 

Organized by  Department of Computer Science and Engineering  

 
 

                                                             

Course Objectives: 
 To study various communications networks and their 

main components. 

 To understand how to develop a networking plan. 

 To know about the terminology associated with 

computer networks. 

 Students will gain knowledge about the concepts of 

hacking and cracking, authorization and attacks. 

 To identify the function of a firewall and how it keeps 

a computer secure and safe from viruses. 

 To gain theoretical and practical skills to build 

comprehensive network security architecture to protect 

modern networks from emerging threats. 

 To provide an in-depth understanding of how to 

protect modern networks from threats. 

Course Co - ordinator: 

Mr.B. Harish 
Asst.  Prof,H&Sc 

For Registrations contact:9505890405 

 Course Instructors: 
1.Dr.N.Venkatesh 
    Asst. Prof, CSE 

2.Ms.G.Sunitha 
    Asst. Prof,CSE 
 

Course Start Date: 20-03-2023 

Course End Date: 20-04-2023  

 

  Venue: LH-216 & 217 
 

  Timings: 3:10PM-4:00PM 
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Computer Networks and the Internet: This course provides an introduction to computer networks, 

with a special focus on the Internet architecture and protocols. Topics include layered network 

architectures, addressing, naming, forwarding, routing, communication reliability, the client-server 

model, and web and email protocols. Besides the theoretical foundations, students acquire practical 

experience by programming reduced versions of real Internet protocols. 

 What is the Internet?  

 The Network Edge  

 The Network Core  

 Delay, Loss, and Throughput in Packet-Switched Networks  

 Internet Architecture Overview Application Layer  

 The Web and HTTP 

 FTP  

 DNS  

 Socket Programming (with UDP, TCP) Transport Layer  

 UDP  

 TCP the Network Layer  

 Forwarding and Routing  

 Network Service Models  

 Routers  

 The Internet Protocol (IP)  

 Routing Algorithms: The Link-State (LS) Routing Algorithm, The Distance Vector (DV) Routing 

Algorithm, The Link Layer: Links, Access Networks, and LANs 

 Switched LANs: Link-Layer Addressing and ARP  

 Ethernet  

 Link-Layer Switches  

 VLANs Wireless and Mobile Networks: 

Wi-Fi: 802.11 Wireless LANs Multimedia Networking:  

 Multimedia Networking Applications 

 Streaming Stored Video  

 Network Support for Multimedia Security in Computer Networks  

 Messaging Integrity and Digital Signature, Secure Sockets Layer (SSL) and Transport Layer 
Security (TLS), HTTPS, IPv4 and IPv6 Security, Public-Key Infrastructure and Federated Identity 

Management, Usable Security: Introduction to Privacy,  

 Trust and Semantic Security,  

 Visualizing Privacy,  

 Web Browser Security and Privacy,  

 Authentication and Text Passwords,  

Computer Networking & System Security 

    Date: 20-03-2023 to 20-04-2023 

Course Content 
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 Biometrics and Graphical Passwords. 

 

Design and Analyze Secure Networked Systems: This course covers basic concepts of Cyber 

Security, Threats, Risk Management, Deep Defense, Cyber Resilience, Principles of Adequate Data 

Security, Public Key Infrastructure, Sign Software with GPG, setup client certificate, etc. 

Basic Cryptography and Programming with Crypto API: In this course, you will learn the basic 

concepts and principles of cryptography, Symmetric Key Cryptography, Use of Crypto API to 

encrypt and Decrypt, etc. 

Hacking and Patching: In this course, you will learn Command Injection, SQL Injection Attacks, 

Hacking Methodology, Memory Attacks and Defense, Secure Networked System with Firewall and 

IDS: This course covers Network Defense, Implementing Firewalls with Linux IPTable, Intrusion 

Detection Systems, Host IDS, etc. 

Course Outcomes: 

After completion of the course students will be able to learn 

1. This course will give an understanding of the principles of systems security from application 

viewpoint.  

2. Student will obtain hands-on experience on security threats and counter-measures. Goal is to 

study various types of threats, operating systems security, advanced topics on network security, 

web security and usable security.  

3. After the completion of the course, the student will have understanding of practical aspects of 

security and will be able to analyze and design the secure systems. 

 

 

 

 

 

 

 

 

 
















































