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CIRCULAR 

 

                            All the students are hereby informed that our college is offering value-added courses. 

Interested students can register their names with the respective course coordinator. A detailed brochure 

regarding the courses is available in the notice board. 

 

Criteria for Certification Attendance >=75% and marks secured >=70%. 

 

*: Imp dates:* 

Principal 

Copy to 

HOD (CSE, ECE, EEE, H&SC) 

Administrative Officer 

In-charge, Exam Branch 

Library 

Notice Board 

To be read in classrooms  

 

 

 

No. SRITW/Prin/2019                   Date: 16-02-2019                                                                                                                 
 

Registrations opening date: 22-02-2019 

Registrations closing date: 28-02-2019 

Course start date: 01-03-2019 

Course end date: 09-04-2019 

Courses offered: 

1. Softskills 

2. Ethical Hacking

3. Real Time Applications in Java

 4. Advanced Software Testing 

http://www.sritw.org/
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                               A Course on  ETHICAL HACKING     

  Organized by   the Department of Electronics and Communication Engineering  
                                                          For Registrations contact:9502953937 
 

  

 

 

 

Course Objectives 

 Ethical hacking is a subject that has 

become very important in present-

day context that every individual 

should learn. 

 It can help individuals and 

organizations to adopt safe practices 

and usage of their IT infrastructure. 

 It includes basic topics like 

networking, network security and 

cryptography. 

 The course will cover various attacks 

and vulnerabilities and ways to 

secure them. 

 To evaluate the security, 

vulnerabilities in target systems, 

networks or system infrastructure. 

 Used to secure important data from 

enemies. 

Course Coordinator: 
    Mr.M.Shyam sunder 
    Asst. Prof, ECE Dept 
    Contact no:9502953937 

 

Course Start Date: 01-03-2019 

Course End Date: 09-04-2019 
 

 Venue:  

Lecture Hall1: 117 

Lecture Hall2: 118 

 Timings: 3:10PM-4:00PM 

Pre-requisites: 

 Ability to solve problems 

 

Course instructors: 

Mr.K.Srinivas 

Asst.Prof ,ECE 

Ms.M.Anitha 

Asst.Prof,ECE 
 

 Computer Proficiency 

 Computer Networking Knowledge 

 Programming capabilities 

 Hardware fundamentals 

 Database Expertise 

 Scripting for web application 

 Linux Expertise 
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ETHICAL HACKING 

Date: 01-03-2019 to 09-04-2019 

Course Content 

 Introduction to Ethical Hacking 

 Scanning Networks 

 System Hacking 

 Sniffing 

 Denial of Service 

 Hacking Web Servers 

 SQL Injection 

 Hacking Mobile Platforms 

 Cloud Computing 

 Foot printing and Reconnaissance 

 Enumeration 

 Malware Threats 

 Social Engineering 

 Session Hijacking 

 Hacking Web Applications 

 Hacking Wireless Networks 

 Evading IDS, Firewalls and Hone ypot 

 Cryptography 

 Introduction to ethical hacking 

  Fundamentals of computer networking 

 TCP/IP protocol stack 

 IP addressing and routing. Routing protocols 

 Introduction to network security 

  Information gathering, reconnaissance, scanning, etc 

 Social engineering attacks 

 Malware threats, penetration testing by creating backdoors 

 Introduction to cryptography 

 Private-key encryption and public-key encryption. 

 Introduction to cryptography 

 private-key encryption 

 Public-key encryption. 

 Hacking web applications 

 vulnerability assessment, SQL injection 

 Cross-site scripting. 
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  Steganography 

 biometric authentication, lightweight cryptographic algorithms,  

 sniffing: Wire shark 

 ARP poisoning, DNS poisoning, 

 Hacking wireless networks 

 Denial of service attacks. 

Course Outcomes 

After completion of the course students can able to learn 

 Ethical hacking is a subject that has become very important in present-day context that  

every individual should learn. 

 It can help individuals and organizations to adopt safe practices and usage of their IT 

infrastructure.  

 Include basic topics like networking, network security and cryptography. 

 The course will cover various attacks and vulnerabilities and ways to secure them.  
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