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Interested students can register their names to the respective course coordinator. A detailed brochure 

regarding the courses is available in the notice board. 

HOD (CSE, ECE, EEE, H&SC) 

Administrative Officer 

In-charge, Exam Branch 

Library 

Notice Board 

All classrooms   

          

 

 

Criteria for Certification:. Attendence >=75% and marks secured >=70%. 

*Important dates:* 

Registrations opening date:21-10-2021 

Registrations closing date: 30-10-2021 

Course start date: 01-11-2021 

Course end date: 10-12-2021 

Courses offered: 

1. Node.js 

2. Digital Forensics 

3.Computer Networking & System Security 

4. Computer Vision & Image Processing        
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     CIRCULAR 

  All the students are hereby informed that our college is offering value-added courses. 



                        
 

 

A Course on Computer networking & system security 

Organized by  Department of Computer Science and Engineering  

                            
 

                                                             

Course Objectives: 
 To study various communications networks and their 

main components. 

 To understand how to develop a networking plan. 

 To know about the terminology associated with 

computer networks. 

 Students will gain knowledge about the concepts of 

hacking and cracking, authorization and attacks. 

 To identify the function of a firewall and how it keeps 

a computer secure and safe from viruses. 

 To gain theoretical and practical skills to build 

comprehensive network security architecture to protect 

modern networks from emerging threats. 

 To provide an in-depth understanding of how to 

protect modern networks from threats. 

Course Co - ordinator: 

Mr.B. Harish 
Asst. Prof, H&Sc 
 

For Registrations contact:9505890405 

 Course Instructors: 
1.Ms.Umalwara Md 
    Asst. Prof,CSE 

2.Mr.Y. Chanti 
    Asst. Prof,CSE 
 

  

Course Start Date: 01-11-2021 

Course End Date: 10-12-2021  

 

  Venue: LH-216 & 217 
 

  Timings: 3:10PM-4:00PM 

 



 

 
 

 

Ananthasagar, Hasanparthy, Warangal -506371, Telangana. Website: www.sritw.org 
Phoneno: 0870-2818302. Email: principal@sritw.org. 

 

  Computer Networking & System Security 

 Protocol layers and service models. OSI and Internet protocols. 

 What is the Internet? Concepts of delay, security, and Quality of Service (QoS). 

 Application layer protocols and client-server model. 

 Sockets programming in C (client-server and web server programs). 

  Reliable data transfer. Stop-and-Go evaluation. TCP and UDP semantics and syntax. 

  TCP RTT estimation. Principles of congestion control. 

  Security. Overview of threats, cryptography, authentication, and firewalls. Discussion of 

project. 

 Principles of routing. Link-state and distance vector. IP semantics and syntax. 

 Link-state and distance vector routing. Midterm Exam. 

  Link layer. Error detection. Multiple access protocols. IEEE 802.3 Ethernet. 

  Switching and bridging. Media. Signal strength. Data encoding. 

  Wireless and mobile networks. 

  Network management including SNMP. Network troubleshooting. Hot topics such as SDN 

and IoT. 

  Hot topics such as SDN and IoT (continued). Course wrap-up. 

 Identify and Analyze malicious code and Activity. 

 Implement and operate endpoint device security. 

 Operate and configure cloud security. 

 Secure Big Data Systems & Operate and secure Virtual Environments 

 Case studies 

 Introduction: Computer security concepts, threats, attacks; Malicious Software: Types of 

Malicious Software (Malware), Vulnerability,  

 Exploits, Social Engineering–SPAM E-mail, Zombie, Bots, Keyloggers, Phishing, Spyware. 

 Operating System Security 

 System Security Planning, Application Security,  

 Linux/Unix Security, Windows Security, Virtualization Security 

 Web Security: Secure E-mail and S/MIME, Domain Keys Identified Mail,  

 Secure Sockets Layer (SSL) and Transport Layer Security (TLS), HTTPS,  

 IPv4 and IPv6 Security,  

 Public-Key Infrastructure and Federated Identity Management. 

 Usable Security: Introduction to Privacy,  

 Trust and Semantic Security,  

 Visualizing Privacy,  

 Web Browser Security and Privacy,  

 Authentication and Text Passwords,  

 Biometrics and Graphical Passwords. 

 

Date: 01-11-2021 to 10-12-2021 

Course Content 
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Course Outcomes: 

After the course students will be able to learn 

1.The principles of systems security from application viewpoint.  

2. Student will obtain hands-on experience on security threats and counter-measures. Goal is 

to study various types of threats, operating systems security, advanced topics on network 

security, web security and usable security.  

3. After the completion of the course, the student will have understanding of practical aspects 

of security and will be able to analyze and design the secure systems. 
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